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STRUCTURE 

In order to achieve the above object, the present invention offers a 
capability in which security protection can be set in the unit of character. 

Hereinafter, detailed description will be given based on an embodiment 
of the present invention. 

Fig. 2 is a perspective view of an overall appearance of a word- 
processing and communication terminal as an information processing N 
apparatus according to an embodiment of the present invention. 

The word processing and communication terminal comprises: a 
keyboard 1 which includes keys representing katakana, hiragana, Chinese 
characters, Roman alphabet, Arabic figures (translator's comment: "katakana" 
and "hiragana" are two types of Japanese alphabet), necessary for inputting 
character data and control data used in word processing, document 
transmission and system control; a display 2 which displays document data as 
well as control information necessary for various operations such as document 
creation and edition operations and document transmitting operation; a wire- 
dot serial printer 3 for recording on recording paper such information as a 
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document created by the word processing system, a document received from 
elsewhere, transmission record, reception record and so on; a main body 4 
including therein a floppy disc drive and a thin-type hard disk drive, a system 
control unit, a communication control unit as a communication controlling 
apparatus, and so on; a mouse 5; and a telephone 6. 

The word processing and communication terminal has a teletex 
communication and a facsimile communication capabilities in conformity with 
the CCITT Recommendation on Telex and Facsimile Communications and the 
Recommended Method of Communications in Japanese-Language Teletex 
System announced by the Japanese Ministry of Posts and Telecommunications. 
Fig. 3 is a block diagram of an inner configuration of the main body 4. 
The hard disk drive (HDD) 7 is provided for example, by a 20 megabyte 
hard disk drive unit (HDD), which stores an operating system (OS) capable of 
resident processing function for multi-task operation, as well as a conversion 
program between Japanese characters and Chinese characters, a conversion 
dictionary between Japanese characters and Chinese characters, document 
data under processing, a document transmission-and-reception program, and 
so on. 

The floppy disc drive (FDD) 8 is provided by a known 5-inch, double- 
density floppy disk drive (FDD), and stores document data and other 
information. 

The system control unit (SCU) 9 provides overall control of the entire 
terminal, and performs word processing procedures for document creation and 
edition, procedures related to data compression processes for document to be 
transmitted, procedures related to document transmission and reception to and 
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from the communication control unit 11, and local transmission and reception 
procedures including printing of a received document. 

A CRT control unit (CRTCU) 10 controls displaying in the display 2 and 
printing in the printer 3. 

The communication control unit (CCU) 11 is provided by a 
communication control apparatus, and controls communications with a 
counterpart terminal such as a teletex terminal, a facsimile machine (FAX), or 
another terminal of this model of word processing and communication terminal. 

A data compressing unit (DCR) 12 converts an image data to a set of 
compression codes in accordance with the facsimile communication standards. 

Though not illustrated, the main body 4 also includes a mouse interface 
for the mouse 5, a scanner interface for a scanner, and so on. 

Fig. 4 is a block diagram of an example of the system control unit 9. 
The system control unit 9 includes: a CPU 21 provided primarily by a 
16-bit microprocessor which takes an overall control of the entire system; a bus 
buffer 22 placed between the CPU 21 and a common bus, a timing generator 23 
and a refresh controller 24. 

Further, the system control unit 9 includes: a RAM 25 having a memory 
capacity of e.g. 512 kB which provides a system memory region resided by the 
OS and other residual programs such as one related to document reception, and 
other memory regions; RAM controllers 26 and 27 which control the RAM 25; 
and a boot ROM 28 which stores a boot program for conducting a program 
loading from the HDD 7 to the RAM 25 when the powder supply is turned on. 

Further, the system control unit 9 includes: a keyboard interface (I/F) 
30 which controls information transmission with the key board 1 ; a hard disk 
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interface (HDDI/F) 31 which controls the HDD 7; a buffer 32 placed between the 
HDDI/F 31 and the common bus; and a floppy disc controller (FDC) 33 which 
controls the FDD 8. 

Still further, the system control unit 9 includes serial ports (SIO) 34 and 

35. 

Fig. 5 is a block diagram of an example of the CRTCU 10. 

The CRTCU 10 includes: a slave CPU 41 provided primarily by a 16-bit 
microprocessor which takes overall control; a bus I/F 42 placed between a slave 
CPU bus and the common bus; a ROM 43 having a memory capacity of e.g. 16 
kB for IPL; and a RAM 44 which provides a program memory and a shared 
memory shared with the system control unit 9. 

The shared memory provided by the RAM 44 includes an index buffer, a 
management memory region, a recording memory region, data buffer for FAX 
transmission, a page buffer for the printer, and a data buffer for image edition. 

Further, the CRTCU10 includes a bus I/F 45 placed between the slave 
CPU bus and a microbus, a ROM 46 for micro-programs, and a RAM 47 for 
program control memory. 

Further, the CRTCU 10 includes: a character graphic (CG) memory 48 
provided by a ROM for Chinese character patterns, a ROM for layout data, a 
ROM for the system, and a RAM for user-defined character patterns; and a CRT 
controller 49. 

Still further, the CRTCU 10 includes: an image memory 51 which 
develops a data to be displayed on the display (CRT) 2; a timing generation 
circuit 52 which controls display timing; and a printer I/F 53 which controls 
data transmission with the printer 3. 
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Fig. 6 is a block diagram of an example of the communication control 
unit (CCU) 11. 

The communication control unit 11 includes: a CPU 61 provided 
primarily by a 16 -bit microprocessor which takes overall control; a parallel 
interface 62 with the common bus; a ROM 63 which stores control programs for 
teletex communication and facsimile communication; a RAM 64 serving mainly 
as a working memory; and a RAM 65 used as a communications memory for 
storing document data received, document data to be transmitted, and 
transmission /reception log data, for performing inter-memory communications. 

Further, the communication control unit 11 includes the following 
components in order to perform communication with a counterpart terminal via 
a public telephone link: a multi-protocol serial control (MPSC) 66; a modem 67; 
a line interface 68; a telephone -link controller (AA-NCU) 69; a terminal 70, a 
telephone-line protection device (PD) 71 and a modem 67; a modem interface 
72; and an NCU interface 73 for the telephone -line controller 69. 

Further, the communication control unit 11 includes a calendar 74 
used for date management and other purposes, switches (LP/SW) 75 for 
internal settings, an indicator interface 76, and an LED indicator 77 for 
indicating reception of a document for example. 

Though not illustrated, the communication control unit 1 1 also includes 
an X.21 interface and a connector which allow access to a packet 
communication network and other communication networks, in addition to the 
public telephone link. 

Fig. 7 is a block diagram of an example of a DCR 12. 

The DCR 12 controls the entire system through a microcomputer 
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system provided by a CPU 81, a ROM 82 and a local RAM 83. 

A shared memory 84 is a memory shared by the DCR 12 and the system 
control unit 9 (host), and includes a command response area for storing 
commands and responses, an image data area for storing an image data (picture 
data) to be compressed, and a compression code area for storing the compressed 
image data (picture data). 

An FCP (facsimile control processor) 85 compresses the image data 
stored in the image data area of the shared memory 84, and write the 
compression codes (picture data) after the compression, in the compression 
code area of the shared memory 84. 

A data inversion gate 86 allows a data to be written in the shared 
memory 84 or a data read out of the shared memory 84 to pass through in the 
reverse (inverted) order of the original bits. A data non-inversion gate 87 allows 
the data to be written in the shared memory 84 or the data read out of the 
shared memory 84 to pass through in the original order of the bits. 

An address decoder 88 decodes an address data from the common bus, 
and outputs such information as gate request AREQ which selects the data 
inversion gate 86, gate request BREQ which selects the data non-inversion gate 
87, as well as host request HOST, register select REGSL, and card select CSL 
which compose a request for use of the shared memory by the host. 

A selector 89 selectively switches a data input-output line to and from 
the shared memory, to one of the FCP 85, the data inversion gate 86 and the 
data non-inversion gate 87, as well as outputting Out-Enable OE or Write- 
Enable WE to the shared memory 84, and outputting a bus flag BUSFALG. 

An address decoder 90 outputs Shared Memory Select C-RAMSL and 
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FCP Select FCPSL to the FCP 85 in accordance with an address data from the 

CPU 81, and outputs ROM Select ROMSL to the ROM 82 and Local RAM Select 

RRAMSL to a local RAM 81. 

In addition to the above, the DCR 12 includes a command status 

register 91, an interruption flag 92 and so on. 

Fig. 1 is a block diagram of a functional relationship among portions of 

the terminal which are related to the security control. 

An inputting unit 101 inputs character codes, control codes necessary 

for creation and edition of a document, and control codes necessary for 

transmission of the document. A security specifying unit 102 inputs a 
direction specifying a character to be held under security in the document. A 
security level specifying unit 103 inputs a level of security specified to the 
confidential character. These units correspond to the keys in the keyboard 1. 

An input checking unit 104 checks if the information inputted from the 
inputting unit 101, the security specifying unit 102 and the security level 
specifying unit 103 is a character code, a word processing control code, security 
specifying code, security level specifying code, transmission controlling 
information, password or otherwise, and depending on the type of the 
information, forwards the inputted information to a relevant unit. The input 
checking unit 104 corresponds to the input control unit of the system control 
unit 7. 

A display unit 105 displays document data and so on, a printing unit 
106 prints the document data and so on, and an output control unit 107 
controls the display unit 105 and the printing unit 106. These correspond to 
the CRT display 2, the printer 3 and the CRTCU 10 respectively. 
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An external storage unit 108 stores document data, co-system programs 
and so on. An external storage controls unit 109 controls writing and reading 
of information to and from the external storage unit 108. These correspond to 
the hard disk drive 7, the floppy disc drive 8, and the HDDI/F 31 and FDC 33 in 
the system control unit 9, respectively. 

A communication control unit 110 controls teletex communication and 
facsimile communication with respective counterpart terminals, and thus 
corresponds to the communication control unit 11. 

A document creation /edition unit 111 receives the character code, the 
word processing/ edition control code, the security specifying code and the 
security level specifying code inputted via the input checking unit 104, thereby 
creating and edition the document, having the display unit 105 display the 
edited document via the output control unit 107, storing or reading the 
document in and out of the external storage unit 108 via the external storage 
control unit 109. 

Further, when a security protection setting code is inputted, the 
document creation/ edition unit 111 adds a security protection starting code 
and security protection ending code to respective characters specified. 
Likewise, when security level code is inputted, the unit adds security level code 
to the confidential data. 

Further, if a document read out of the external storage unit 108 
contains a password (a unique character string), then the document 
creation/ edition unit 111 calls a password control unit 112 for comparison of 
the registered password with an inputted password. 

Still further, when requested to read a received document stored in the 
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external storage unit 108, the document creation /edition unit 111 calls a 
confidential data detector unit 1 13, a security level detector unit 114 and a level 
checker unit 1 15, in order to determine if the read character data is authorized 
for outputting, and performs output control of the character data in accordance 
with the given determination. 

Upon reception of the password comparison command from the 
document creation/ edition unit 111, the password control unit 112 controls the 
external storage control unit 109, reads a document password file, extracts the 
password registered for the given document, calls the display unit 105 for 
displaying an "Enter password" prompt via the output control unit 107, then 
compares the password entered via the inputting unit 101 and the input 
checking unit 104, with the registered password, and sends a result of the 
comparison to the document creation/ edition unit 111. 

A confidential data detector unit 113 checks if data sent from the 
document creation/ edition unit 1 1 1 is a confidential data or not, and if the data 
is confidential, notifies it to a security level detector unit 1 14. Upon notice from 
the confidential data detector unit 113, the security level detector unit 114 
detects the security level code, and send this data to the level checker unit 115. 
The level checker unit 115 compares the level data sent from the security level 
detector unit 114 with a security level specified to the terminal which is a 
predetermined information stored in a level memory 116 in the terminal. A 
result of the comparison is sent to the document creation/ edition unit 111. 

When a transmission command is sent from the inputting unit 101 via 
the input checking unit 104, a local transmission/ reception control unit 117 
controls the external storage unit 109, loads a specified transmission document 

9 



62-256046 



from the external storage unit 108, and sends the document to the 
communication control unit 110. Likewise, the local transmission/reception 
control unit controls the external storage unit 109, and stores a received 
document sent from the communication control unit 110, in the external 
storage unit 108. 

Next, functions of the embodiment configured as mentioned above will 
be described, with reference to Fig. 8 and the following drawings. 

First, description will cover a document transmission process in the 
present word processor and communication terminal, with reference to Fig. 8. 

When document transmission is selected in a telex communications 
menu, in an unillustrated task selection process, a transmission condition 
setting process is performed first, in which the process displays a document 
transmission preparation menu on the display, and receives from the keyboard 
such data as transmission mode (normal transmission, emergency 
transmission, etc.), transmission time of the day, and content of the document 
(a document in Japanese, etc.). 

After completing the transmission condition setting process, a 
document selection process is performed, in which the process reads titles of 
documents registered in a document file, displays a menu which is a list of the 
documents from which a transmission document is to be selected, and when the 
selection is made via the keyboard, the selected document is loaded. 

After completing the document selection process, an address selection 
process is performed, in which the process reads a registered address list from 
an address file, displays an address selection menu, and when the selection is 
made via the keyboard, the selected address is loaded. 
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After completing the address selection process, a display is made for 
confirmation of the selected address, title of the document, and so on. If 
cancellation is selected, the process goes to perform a cancellation process, 
whereas if confirmation is selected, the process goes to perform a transmission 
preparation process to be described below. 

In the transmission preparation process, the system control unit (SCU) 
9 first forwards transmission information including a specified address (dial 
number), document title, transmission time of the day, etc. to the 
communication control unit 1 1 . 

On the other hand, the communication control unit (CCU) 1 1 begins to 
perform a process shown in Fig. 9 upon reception of a predetermined command 
from SCU 9, and receives the transmission information forwarded from the SCU 
9. 

If CCU 11 is unable to receive information from SCU 9, due to another 
document transmission task, for example, then this preparation process, 
including data exchange of the transmission information with SCU 9, is put on 
hold until the ongoing transmission is finished. 

Thereafter, SCU 9 checks a transmission mode registered in the address 
list or newly specified via the keyboard, to see if the transmission is to be made 
via facsimile (FAX) or teletex (TELETEX). 

If the transmission mode is the FAX mode, then CCU 1 1 is requested to 
supply a file number, and upon the request, CCU 11 sends out an appropriate 
file number. The file number has a predetermined format, such as "TD0C-xxx M 
for the Teletex mode, and serves for internal management. 

Next, SCU 9 converts the file number sent by CCU 11, from the Teletex 
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format, i.e. "TDOC-xxx" to a FAX format, e.g. "FDOC-xxx". 

Then, SCU 9 reads the specified transmission document from FDD 8, 
attaches the converted file number "FDOC-xxx" to the document, stores the 
document in a transmission file provided by HDD 7, and sends the converted file 
number to CCU 11. 

On the contrary, if the transmission mode is not the FAX mode, i.e. if the 
transmission mode is the Teletex mode, then similar steps follow. In detail, 
CCU 11 is requested to give a file number. 

Next, the file number received from CCU 11, i.e. 'TDOC-xxx" of the 
Teletex format, is attached to the document, without conversion, and the 
transmitted document is stored in the transmission file. 

It should be noted here that upon reception of the converted file number 
from SCU 9, CCU 1 1 changes the file number which was sent to SCU 9 to the 
converted file number received from SCU 9, and registers this new file number. 

Next, a transmission process performed by the system control unit 9 
and the communication control unit 11 will be described with reference to Figs. 
10 and 11. 

When a specified transmission commencing time of the day is reached, 
or if nothing is specified on the transmission commencing time, the 
communication control unit (CCU) 11 immediately determines that it should 
start the transmission, and sets a transmission status (issues a transmission 
command). 

Meanwhile, the system control unit (SCU) 9 poles CCU 11 at a 
predetermined time interval to see if the transmission status is set, and when 
the transmission status is set, i.e. when the transmission command has been 
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received, SCU requests CCU 1 1 for the file number (transmission file number). 

On the other hand, upon reception of the request for the transmission 
file number, CCU 1 1 sends the transmission file number to SCU 9, and waits for 
a command from SCU 9. 

Then, SCU 9 checks if the transmission file number received from the 
CCU 1 1 is of the 'TDOC-xxx" format or of the "FDOC-xxx" format, to determine if 
the transmission is to be made in the FAX mode. 

If the transmission file number is of the FAX mode format, a FAX 
document transmission command is sent to CCU 11, whereas if the 
transmission file number is of the TELETEX mode format, a TELETEX 
document transmission command is sent. 

CCU 11 checks if the command received from SCU 9 is a FAX 
transmission command or not, and depending on the command, follows the 
facsimile transmission standards or the teletex transmission standards to 
perform a communication link connecting process with the addressee 
(counterpart). 

When the communication link is established and is ready for 
transmission, a transmission document sending process and a transmission 
document reception process are performed between SCU 9 and CCU 11, in 
accordance with the selected transmission mode (FAX/TELETEX). 

Thereafter, CCU 1 1 transmits the transmission document data received 
from SCU 9 to the addressee, in accordance with the transmission mode 
(FAX/TELETEX). 

SCU 9, upon completion of the transmission of the transmission 
document to CCU 11, or in case the transmission is disabled, performs a 
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transmission ending process, whereas CCU 11, upon completion of its 
transmission of the transmission document to the addressee, or in case the 
communication link is disabled, performs a transmission ending process, to 
complete the entire sequence of the processes. 

Next, an example of document creation process will be described with 
reference to Fig. 12. 

The document creation process begins with a stand-by step waiting an 
input from the keyboard 1. Upon input from the keyboard 1, the process 
checks if the key-input represents a character or not. 

If the key-input is a character, the process stores the inputted character 
code at an address in the document edition area indicated by a write pointer, 
displays the inputted character on the CRT display 2, and then returns to the 
stand-by step waiting for a new key-input 1 . 

If the input through the key is not a character, the process checks 
whether or not the input is a security setting command issued via a specific key 
or via a combination of keys provided in the keyboard. 

If the input is a security set command, the process stores a "security 
mode set code", which is a predetermined data representing a starting point of 
confidential information, at an address of the document edition area indicated 
by the writing pointer. 

Then, the process displays a string of characters on the CRT display 2, 
prompting for an input of a code for setting the security level (hereinafter called 
document security level) to be specified to the confidential character. The 
security level code inputted through the keyboard 1 is then stored at an address 
of the document edition area indicated by the writing pointer. 

14 



62-256046 



It is to be noted here that in the above setting of the security level, a 
menu is displayed, so the selection is made from such options as: setting of a 
new security level, continued use of the current security level specified in the 
previous setting, and use of default security level predetermined for the terminal. 
Depending on the selection, the corresponding security level code is identified 
from a security code inputted through the keyboard 1 , a security code stored in 
the previous setting and a security code defined for the terminal, and then the 
identified level code is stored. 

Further, the document security level can have 256 grades from "0 - 255" 
for example, with the security level "0" being the highest security level. Further, 
the security level for the terminal can also have 256 grades from a 0 - 255*, with 
the security level a 0* being the highest security level. The terminal security 
level is set at the time of system generation. Alternatively however, the 
terminal security level may be set by a combination of security level setting 
switches. 

Thereafter, the process goes back to the stand-by step to wait for a new 
key input, and upon key input, the process checks if the input is a security 
protection end command with a specific key or through a combination of keys 
provided in the keyboard 1 . 

If the input is not the security protection end command, the process 
checks if the input is a character or not. If the input through the key is a 
character, the process stores the inputted character code at an address of the 
document edition area indicated by the writing pointer, displays the character, 
and then returns to the stand-by step waiting for a new key input. If the input 
is not a character, then the process performs a procedure relevant to the key 
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input, and then returns to the stand-by step waiting for a new key input. 

If the key-input is the security protection end command with the specific 
key(s), the process stores a "security mode reset code", which is a predetermined 
data representing an ending point of confidential information, at an address of 
the document edition area indicated by the writing pointer, and then returns to 
the stand-by step waiting for a new key input. 

Further, if the key-input is not the security protection end command 
made through the specific key(s), the process checks if the input is from an "end 
of edition" key. If the input is from the "end of edition" key, the process stores a 
title of the document currently being edited, and then stores a password set for 
the document. It should be noted that the setting of password to a documents 
is an arbitrary selectable option. Finally, the document is stored in the floppy 
disc drive 8. 

Next, another example of document creation process will be described 
with reference to Fig. 13. 

According to this document creation process, when there is an input . 
from the keyboard 1, and if the process has determined that the input is a 
confidential mode command from a specific key or from a combination of keys 
provided in the keyboard 1, the process stores the "security mode set code" at an 
address of the document edition area indicated by the writing pointer. 

Then, the process performs the security level setting process, in the 
same way as in the above-described document creation process, and then 
moves a cursor to a position specified by a "move cursor command" received 
from the keyboard 1. This cursor moving process is repeated until an 
"execution" key provided in the keyboard 1 is pressed. 
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When the execution key is pressed, the process stores the "security 
mode reset code" at an address of the document edition area indicated by the 
writing pointer, and then substitutes a character string sandwiched by the 
"security mode set code" and the "security mode reset code", with a string of a 
predetermined dummy character (such as a space, a shade, and any other 
predetermined character), and displays the substituted character string, on the 
display. 

Other processes are the same as those described in the previous 
document creation process. 

Now, these document creation processes will be described in an example, 
with reference to Figs. 14 and 15. 

The description will cover an example, in which a document shown in 
Fig. 14(A) is newly created, and security protection will be set for a figure "100" 
included in a Japanese phrase "WM : 1 0 0 75". (Translator's comment: In the 
Japanese phrase, HKfiffi means "cost", and 75 means "ten thousands".) 

As a first case, the process shown in Fig. 12 will be followed. 
Specifically, a key-input will be continued until the phrase "BflfiE : (cost:)" has 
been entered. Then, by pressing a security protection start key, a security 
protection set command is inputted. Specifically, as shown in Fig. 15, the 
"security mode set code" (indicated by K ON (ON MODE)") is stored at an 

address next to the "JKfiff (cost)": in the document edition area. Then, when the 
security level (document security level) is set, a document security level code 
(indicated by "5:SU-<yU(document level)") is stored at an address next to the " 
K ON (ON MODE)". 

Thereafter, the figure "100" is inputted, and the characters of "100" are 
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stored respectively at addresses following the "document level". Then, by 
pressing a security protection end key, a security protection end command is 
inputted. Namely, the "security mode reset code" (indicated by K OFF 

(OFF MODE)") is stored at an address next to "100". Then, when the key-input 
is received for the character "75 (ten thousands)", the character representing the 
"ten thousands" is stored at an address following the "OFF MODE". 

In this way, the confidential word "100" is sandwiched by the "security 
mode set code" and the "security mode reset code", and this character string is 
registered as a confidential part. In other words, according to this document 
creation process, the confidential part is set during the character inputting 
operation. 

Next, the process shown in Fig. 12 will be followed. According to this 
process, key-input is continued until the phrase "W-M : 1 0 0 75 (cost: 1 ,000 
thousands)" has been inputted. Then, the cursor is moved back onto "1" of the 
figure "100", and by pressing the security protection start key, as in the above- 
mentioned case, a "security mode set code" is inserted and stored. Then, when 
the security level is set, a document security level code is stored at the next 
address. 

Thereafter, the cursor is moved onto the last character "0" and the 
execution key is pressed, whereupon the "security mode reset code" is inserted 
after this character "0", and the figure "100" on the display changes to a dummy 
character string (e.g. a shadow space) as shown in Fig. 14(B). In other words, 
unlike the above-mentioned document creation process, according to this 
document creation process, the confidential part is set after the document is 
created. In addition, after the security is set, display of the specified character 
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string is substituted by a dummy character string. This offers an advantage 
that confidential information is protected from other person's eyes even during 
the document creation. 

It should be noted here that the above two kinds of document creation 
processes can be used in combination. Specifically, in one mode, the security 
can be set when inputting characters, and the confidential character string is 
displayed as a dummy character string, whereas in another mode, the security 
is set after inputting characters, and the confidential character string is not 
substituted by the dummy character string till the end of the document 
creation. 

Next, a registered-document outputting process will be described with 
reference to Fig. 16. The registered-document outputting process is performed 
for example, when a document is updated, printed and so on. 

According to the registered-document outputting process, first, the title 
of a document to be loaded is entered. The process checks if there is a 
registered document identified by the entered title. If the document is found in. 
the registration, the process further checks if the document is a received 
document or not. Whether or not the document is a received one can be 
checked for example by comparing the title of the registered document with 
titles of received documents stored in the file of received documents. 

If the document to be loaded is not a received document, then the 
process further checks if there is a password set for the document, by checking 
for example a file of document passwords which stores passwords set for each of 
the documents. 

If there is a password set, the process displays on the CRT display 2 a 
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prompt which requests inputting of a password, and the inputted password is 
then checked against the valid password registered for the document. 

If the inputted password is identical with the registered password, or if 
no password is set to the document, the process performs the document 
outputting process, in which the specified document is read out of the 
document file, and outputted (i.e. displayed or printed). 

In other words, even if security is set to a document when the document 
is created, if no password is set for the document, or if a valid password is 
entered, then the security setting is unlocked and the entire contents of the 
document is outputted. With this arrangement, even if security is set to a 
document, the author of the document can output the entire content of the 
document. 

On the other hand, if the document to be read out is a received 
document, or if a valid password is not entered for a document which is not a 
received document but locked with a password, then the process first loads the 
specified document onto the internal memory. 

Then, the process reads out data from this document, and checks if the 
data is the "security mode set code". If the data is the "security mode set code", 
the process further reads the next data, which is the security level code, and 
checks if the document security level specified for this document is higher than 
the terminal security level specified for this terminal (document > terminal). If 
the document security level is higher than the terminal security level, then the 
process sets security mode flag F to 1, i.e. F=l. 

On the other hand, if the read data is not the "security mode set code", 
the process checks if the data is the "security mode reset code". If the data is 
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the "security mode reset code", then the process resets the security mode flag F 
to a value "0". 

Further, if the read data is not the "security mode reset code", the 
process checks if the data is a character data. If the data is a character data, 
then the process checks the security mode flag F to see if the value of F is one or 
not, i.e. to see if the character data is set to the security mode and the specified 
security level is higher than the terminal security level. If the security mode 
flag F = 1, which means this character string is not allowed to be outputted, 
then the process outputs a predetermined dummy character string. On the 
other hand, if the security mode flag F = 0, the process outputs this character 
string. 

Still further, if the read data is not a character data, the process 
performs a process relevant to this data. 

After performing one of the above described processes, the process 
checks if the end of the document is reached, and continues the above described 
cycle of processes until the end of the document is reached. 

Therefore, if a document is received and the document is such a one as 
shown in Fig. 14 locked with security setting as described above, all the 
characters contained in the document but before the phrase "J®fl5 : (cost:)" are 
outputted. However, when the next data is read out, the data is the "security 
mode set code" (ON MODE). Thus, the process further read out next data, 
which is the "security level code", and if the document security level is higher 
than the terminal security level, then the process sets the security mode flag F 
to 1. 

With this setting, then the process further reads the next data, which is 
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a character data "1", and since the current security mode flag F = 1, the process 
does not display this particular character "1" but displays a dummy character 
(such as a shaded space). The process performs the same procedure for the 
following characters "0" and "0" and displays the dummy characters. 

Then, when the process reads the next data, the data is the "security 
mode reset code" (OFF MODE). The process then resets the security mode flag 
F = 0, and thus, when the next data is read, the data, which is the character " 
75 (ten thousands)" is displayed. 

In this way, when the document is a received document, any character 
string sandwiched between the "security mode set code" and the "security mode 
reset code" is not displayed if the document security level is higher than the 
terminal security level. This provides security protection. Further, even if the 
document is not a received document, since the character string locked with the 
security setting is not accessible by edit function, no one but the original author 
can change the content, and therefore security is protected. 

As has been described, according to the present word processing and 
communication terminal, security setting can be set for each character, on a 
character-by-character basis. This improves document usability. Further, 
this makes possible to transmit a document partially masked for security, which 
improves document usability at the receiving end. 

Further, according to the conventional word processing and 
communication terminal, when transmitting a document which is partially 
confidential, a specific masking operation must be performed depending on a 
security level set to the receiving end, in order to actually mask the confidential 
part with a string of spaces, shades etc., before the document can be 
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transmitted. This process is laborious, and in addition, even if the same 
document is to be transmitted to a plurality of terminals, different levels of 
masking operation must be performed corresponding to the different levels of 
the receiving ends, which makes it difficult to use a broadcast communication 
apparatus. 

On the contrary, according to the present word processing and 
communication terminal, by enabling the security protection to be specified on a 
character-by-character basis, and by adding information indicating the level of 
security, only one document can serve all transmissions to a plurality of 
terminals having different levels of security setting. This allows the use of the 
broadcast communication apparatus, making easy the document transmission. 

It should be noted here that according to the above embodiment, the 
present invention is applied to a word processing and communication terminal. 
Alternatively, the present invention can also be applied to a standalone word 
processor, data processor and other information processing apparatus which do 
not have a transmission capability. 

Further, according to the above embodiment, description is made for 
cases in which a confidential document is transmitted without an attachment of 
the password. Alternatively, the terminal may have a capability to attach a 
password to a transmitted document so that the security setting can be 
unlocked at the receiving end by entering the password. The transmission of 
the password can be performed in accordance with CCITT Recommendation 
S.62, Session in End-to-End Control Procedure, or Private Parameter stipulated 
in the Document Control Procedure, for example. 
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